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high-wattage smart-home appliances (e.g., WiFi- 2 - ven s 120 e Analysis network attack data from IoT-home appliances
enabled air-conditoners, electic vehicles, etc.) on e w w gathered using a honeypot deployed in the wild
power grid operations. - J and control-theoretic attack impact analysis.

- « Real-time analysis of the power grid's physical
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learning based consumption, voltage, frequency, etc.).
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« Develop an intrusion detection system to detect
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_ What impact will it have on the power grid? _ -
« IoT-enabled smart-home appliances are often « S. Lakshminarayana, S. Adhikari, and C.

poorly engineered from a security point of view.

Maple, "Analysis of IoT-Enabled Load-Altering

Thely_ may become convenient entry hpoints for ///DO//// Attacks Using the Theory of Second-Order
malicious parties to gain access to the system OTA AN Systems," IEEE Transactions on Smart Grid,
and disrupt important grid operations by abruptly o < 7 <o 2021
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+ Unlike utility-side and SCADA assets, these N 10 ?2 4 5 N “m.29 localisation ° JS'h Laks mlgaéaylanai S".DStt ?)p'.t' Hgmtl Crte_za
dheV|c|es cannot Be monitored continuously due to Phase angle * s N \:\\47.\1\ ai dang”’idaerr‘]t_ f‘cét':np eé)f ?O?I'_'E;';/g?e d € an'fén
their large numbers. Vv aReetN | AN D INcatl - -
and frequency N> Pooling Iaye? ol I’\» s 2 Detection Altering Attacks in Power Grids", IET Smart
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ObJect“,es of generators Input Conl\;;eurtlon Convolution Iayerg F-connected layer Grid Journal, 2022
. Conducting a comprehensive risk assessment data layer Flatten layer REFERENCE
of large-scale Internet-of-Things-enabled load- Gent Gena Gens Gen7 Geno
switching attacks against power grids 52 ' ' ' ' _
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« Designing a data-driven detection system
based on artificial intelligence techniques
detecting upcoming IoT-enabled load-altering
threats.
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“BlacklIoT: IoT botnet of highwattage devices
can disrupt the power grid,” inProc. USENIX
SecuritySymposium, Baltimore, MD, Aug.
2018, pp. 15-32
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