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Summary

This briefing note aims to improve cy-
bersecurity by raising awareness of the
importance of adopting cybersecurity
modelling and simulation techniques in
Critical National Infrastructure (CNI)
that embody integrated socio-technical
factors. It is based on research and syn-
thesis following a state-of-the-art litera-
ture survey and engagement workshop
with critical infrastructure stakeholders
hosted by the Department for Trans-
port (DfT) in February 2019 and a desk-
based study in the ongoing (2020-2022)
PETRAS Modelling for Socio-technical
Security (MASS) project. Participants
from academia, business and industrial
sectors, and government came togeth-
er to discuss the effectiveness of mod-
elling and simulation to support the
protection of modern critical infrastruc-
ture systems. The discussion also cov-
ered how government effort can sup-
port the National Cyber Security Strate-
gy 2016-2021, and beyond. Though the
focus of the initial workshop was the
transport sector, the recommendations
made can be applied to other CNI sec-
tors such as Energy, Water, Defence,
Chemicals, and Food.
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Who should read this?

This policy briefing is targeted at gov-
ernment departments and agencies
with management and regulatory roles
linked to critical infrastructure sectors
such as Transport, Water, Energy, De-
fence, Chemicals, Food & Agriculture.
The advice may be particularly relevant
to DfT, Cabinet Office, BEIS, Home Of-
fice, DCMS, DEFRA, and GO-Science.

Overview

The UK's Critical National Infrastructure
(CNI) is critically dependent on digital
technologies that are progressively en-
hancing efficiency, productivity, reliabil-
ity, and availability of infrastructure
and services, and enabling new bene-
fits not previously available. These can
introduce vulnerabilities through the
connectivity enabled by the digital sys-
tems, thus, making it easier for attack-
ers to break in and sabotage an organi-
sation.
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Therefore, policies and strategies that
manage risks must include an under-
standing of operator and corporate be-
haviours, as well as technical elements
and the interfaces between them and

humans.

Challenges

e @Gaps exist in organisational under-
standing within the least aware criti-
cal infrastructure organisations.

e Operators may not understand the
degrees of systems vulnerability or
the types and subtlety of attacks.

e More aware infrastructure organisa-
tions tend to deal with cybersecurity
at a purely technical level and
sparsely consider and include be-
havioural and other social factors.

Recommendations

Best in class cybersecurity approaches
use a holistic socio-technical viewpoint
and are moving towards modelling and
simulation (M&S) as a means of testing
and assuring cybersecurity measures
for securing modern critical infrastruc-
ture systems. Better CNI security via so-
cio-technical security M&S can be
achieved if backed by government ef-
fort, including appropriate policy inter-
ventions. The UK Government can con-
tribute by sign-posting and shaping the
decision-making environment concern-
ing cybersecurity M&S approaches and
tools, showing how they can contribute
to enhancing security in Modern Criti-
cal Infrastructure Systems.

The Government can:

1. Encourage wider awareness and
adoption of a socio-technical ap-
proach to security, from system
M&S to implementation in CNis.

2. Promote the use of critical infra-
structure security open-source M&S
approaches - tools and techniques.

3. Establish policies and platforms that
encourage evaluating the credibility
of security M&S approaches - tools
and techniques.

4. Create and maintain governance for
security M&S.

5. Supportopen, continuous cross-sec-
tor collaboration and knowledge ex-
change.

6. Promote team-based collaborative
development of security M&S tools
amongst academic/research, indus-
try, and government organisations.

7. Incentivise and/or reward the dis-
semination of security M&S research
outcomes.

Conclusion

Given the growing need to find ways of
addressing the problem of security risk
management in CNIs, M&S offers prac-
tical pathways, with techniques and
tools to develop or improve security in
the CNI domain. Besides encouraging
the development of technologies and
methodologies, policymakers can also
contribute in other ways including lead-
ing by example and by shaping and
signposting the environment under
which decisions and actions are initiat-
ed, in favour of M&S to support effec-
tive security.
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