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About PETRAS

The PETRAS National Centre of Excellence aims to 
ensure that technological advances in the Internet of 
Things (IoT) are developed and applied in consumer 
and business contexts, safely and securely. This 
is done by considering social and technical issues 
relating to the cybersecurity of IoT devices, systems 
and networks.

The Centre is a consortium of 22 research 
institutions and the world’s largest socio-
technical research centre focused on the future 
implementation of the Internet of Things.  The 
research institutions are: University College 
London, Imperial College London, University of 
Oxford, Lancaster University, University of Warwick, 
University of Southampton, Newcastle University, 
University of Nottingham, University of Bristol, Cardiff 
University, University of Edinburgh, University of 
Surrey, Coventry University, Northumbria University, 
Tate, University of Glasgow, Cranfield University, De 
Montfort University, Durham University, University of 
Manchester, Royal Holloway, University of London, 
and University of Strathclyde.

As the research wing of UKRI’s Security of Digital 
Technologies at the Periphery (SDTaP) Programme, 
PETRAS runs open, national level funding calls 
which enable us to undertake cutting edge basic 
and applied research. We also support the early 
adoption of new technologies through close work 
with other members of the SDTaP programme, such 
as InnovateUK, supporting demonstrations of new 
technology and commercialisation processes. 

Further information can be found at https://petras-iot.
org/about-us

In addition, we build the capacity of the UK to 
remain a world leader in IoT through our training 
and development programmes for early career 
researchers. Finally, we offer consultancy services 
to the public and private sectors to provide decision 
makers with insight and advice on a range of 
cybersecurity related issues.

From the Director
It is my pleasure to 
present this Industry 
Briefing on Cybersecurity 
for the Internet of Things 
and Artificial Intelligence 
at the intersection 
between digital 
infrastructure and critical 
national infrastructure.   
This is the fifth in a series 

of Industry Briefings, intended to link with and inform 
the six PETRAS Sectors: Ambient Environment, 
Supply Chains and Control Systems, Infrastructure, 
AgriTech, Health and Wellbeing, and Transport and 
Mobility. 

PETRAS has a large network of industry partners 
and expert academics, and works directly in 
collaboration with these and government partners 
to ensure that research can be directly applied 
to benefit society, business and the economy. I 
am delighted to see that as a Centre dedicated to 
identifying and addressing some of the needs within 
IoT, PETRAS has managed to connect industry 
with social and physical scientists to work towards 
some of the major challenges and questions around 
the cybersecurity of the Internet of Things. As IoT 
technology develops at speed and embraces AI and 
machine learning ‘at the Edge’, so do the challenges 
around cybersecurity and systems, and it is critical 
that these are addressed by industry, government 
and academia. 

We hope that these Industry Briefings, which have 
highlighted insights into the challenges of deploying 
IoT systems, provide a fresh perspective on the 
existing and emerging opportunities for industry 
and those working within the Transport and Mobility 
sector. With exciting innovative ideas, we are positive 
that PETRAS will be able to encourage collaboration 
between academia and industry, supporting the 
opportunities these challenges present, and we look 
forward to opening these discussions.  

I hope this Industry Briefing will catalyse further 
debate and collaboration between researchers 
and users, making the use of the IoT safe and 
trustworthy, and maximising its social and economic 
value to the UK.

Professor Jeremy Watson CBE FREng 
Director of the PETRAS National Centre of 
Excellence 
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Business Development Team for her editorial overview. 
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Executive Summary

Challenges

Wide adoption of IoT technology in the sec-
tor poses numerous challenges, including:

• Cybersecurity concerns need to be 
identified, assessed and managed. For 
supply chains, this needs to account 
for the risk analyses of their partners 
across the network. 

• Safety must be addressed, separately 
to – but in harmony with - cybersecuri-
ty, ensuring that unintentional harm is 
not caused as a result of technological 
upgrades. This is of particular impor-
tance in safety-critical systems. 

• Data management needs to ensure 
that data confidentiality and privacy are 
protected, maintain data integrity, and 
facilitate effective data sharing practic-
es. 

• Certification compliance needs to be 
assured at all times, despite the in-
creasing risk of malicious manipulation 
of manufacturing processes.

 Policy

There are a range of frameworks and stan-
dards providing guidance for supply chains 
and control systems, including:

• The Cyber Assessment Framework 
is a set of 14 cybersecurity & resilience 
principles, one of which focuses on 
supply chains;

• In May 2021, the UK Government put 
out a call for views on cybersecurity 
in supply chains and Managed Service 
Providers, which will contribute to the 
development of policy solutions;

• The NCSC has developed a series of 
12 principles, designed to help busi-
nesses establish effective control and 
oversight of their supply chains;

• A range of standards focused on the 
cybersecurity of (1) supply chains, in-
cluding ISO 28000:2007 and ISO/IEC 
27036, and (2) control systems, includ-
ing BS EN / IEC 62443, ISO/IEC 27000 
and ISA TR84.00.09-2013;

The Supply Chain and Control Systems sector is increasingly adopting digital 
and connected technologies. Supply chains utilise both external and internal re-
al-time data to boost visibility enabling faster and better decision making. Use of 
IoT-technology within Industrial Control Systems (ICS) enables more efficiency, 
system scalability, performance accuracy and capital savings. Whilst adoption of 
these technologies brings numerous benefits to both supply chains and control 
systems, they also introduce new risks and challenges, such as cybersecurity 
concerns.

Based on research undertaken over the last few years, this brief offers insights 
into general trends and challenges in cybersecurity research and policy for IoT 
devices within the Supply Chain and Control Systems sector.
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• The US Executive Order 14017 looks 
to review and improve the resilience of 
critical supply chains; 

• The revised EU Network and Informa-
tion Security (NIS) Directive, NIS2, ac-
counts for cybersecurity of the supply 
chain;

• The EU Data Act is intended to support 
data sharing between businesses;

• NIST’s Guide to Industrial Control 
Systems (ICS) Security which pro-
vides guidance on how to secure ICS; 

• ICS-CERT, in the US, have published a 
series of guidance documents for best 
practice with regards to cybersecurity 
of ICS. 

Opportunities

The challenges posed by the increased 
use of connected technologies in supply 
chains and control systems raise the op-
portunity for further research. Broad areas 
of interest include:

• Safer connectivity in manufacturing 
factories, with regards to cybersecurity;

• Understanding the value of data in 
manufacturing; 

• Logistical supply chain issues;
• Technological supply chain obstacles;
• Decision making and policy chal-

lenges;
• Understanding the overlap between 

certification requirements and com-
pliance with cybersecurity stan-
dards; 

• Optimal architecture configuration of 
edge devices 

PETRAS has rich and expanding expe-
rience of working within the sector, and 

is well-placed to face the privacy, ethics, 
trust, reliability, acceptability, and security 
concerns that will emerge as IoT becomes 
increasingly more integral to our supply 
chain networks and control systems. 



1. Introduction

1.1 Scope of this brief

This brief offers a summary of general trends and challenges in cybersecurity research and 
policy for IoT (Internet of Things) devices and in the Supply Chain and Control Systems sec-
tor. The geographic scope encompasses the UK, EU and the global level, based on research 
collected up to 2021. In addition, the document will offer insights into PETRAS activities that 
focus on supply chains and control systems.

The intended audience is primarily external industry and government organisations, including 
small, medium and large companies working around IoT, AI, security and cybersecurity in the 
Supply Chain and Control Systems sector, who would like to gain insights into PETRAS’s work 
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1.2 Sector background

The use of IoT devices within supply chains and control systems is growing. 73% of Chief Sup-
ply Chain Officers reported that their organisations are increasingly using both external and in-
ternal real-time data to help them boost visibility so they can make faster and better decisions, 
according to Accenture’s Business Futures 2021 report [1]. 

Mitigating cybersecurity-related risks is of growing importance due to both the rise in the pro-
duction of data and the inclusion of IoT-enabled devices (i.e. edge devices) into systems tra-
ditionally separated from IT systems for security reasons. Whilst this report focuses on supply 
chains and control systems more broadly, Industry 4.0 also plays an integral role in this land-
scape. 

Supply Chains

Supply chains are global networks of organisations that cooperate to improve the flows of 
material and information between suppliers and customers at the lowest cost and the high-
est speed [2]. They include the entirety of operations from procurement of raw materials and 
manufacturing, to distribution and sale of goods [3]. 
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Control Systems 

Control systems are used to maintain a desired result or value. For example, a room thermo-
stat that switches the heater on or off to achieve the required room temperature [4]. 

Industrial Control Systems (ICS) are mainly used to control the overall structure of a produc-
tion plant, or equipment, and to achieve the desired production goals according to the specifi-
cations and requirements. Use of IoT-technology within ICS enables more efficiency, system 
scalability, performance accuracy and capital savings [5]. 

Control systems feature throughout the supply chain, are crucial to the safe and effective 
operation of the supply chain, and may be vulnerable to cyber attacks. 

Industry 4.0

Industry 4.0 - also referred to as Smart Manufacturing [6] - considers the integration of the 
factory with the entire product lifecycle and supply chain activities. Industry 4.0 relies on 
the adoption of digital technologies to gather and analyse data in real time, providing useful 
information to the manufacturing system [7]. 

The rise of IoT, cloud services, big data and AI allow the creation of the physical-to-digital-
to-physical (PDP) loop concept of Industry 4.0. Throughout this cycle, real-time access to 
data and intelligence is driven by the continuous and cyclical flow of information and actions 
between the physical and digital worlds [8]. 



2. Challenges

Numerous challenges arise regarding the use of IoT technology within supply chains and 
control systems. This section explores the main challenges in how they relate to both supply 
chains and control systems, and concludes by summarising the key challenges specific to 
Industry 4.0. 

2.1.1 Cybersecurity

Increasing points of connectivity in a system result in a greater number of potential attack 
vectors. Thus, as the adoption of IoT technologies expands in the sector, so does the 
importance of, and challenge posed by, cybersecurity. 

The European Union Agency for Network and Information Security (ENISA) report that 
supply chain attacks increased in number and sophistication in the year 2020 [9]. This trend 
is continuing in 2021, posing an increasing risk for organisations. It is estimated that there 
will be four times as many supply chain attacks in 2021 than in 2020. With regards to control 
systems, globally, during the first half of 2021 over a third (33.8%) of ICS computers were 
attacked [10]. 

Case Study 1

The ICS attack on Colonial Pipeline Co. in the United States in May 2021, had long-lasting 
and far-reaching effects. Colonial Pipeline, which controls nearly half the gasoline, jet fuel and 
diesel flowing along the East Coast, decided to turn off the pipeline to prevent the malware 
that had infected its back-office functions from spreading into the pipeline’s operating system. 
Even after it paid the extortionists nearly $5 million in digital currency to recover its data, the 
process of decrypting the data and turning the pipeline back on again was very slow, taking 
days before the East Coast could get back to normal. A confidential assessment prepared 
by the Energy and Homeland Security Departments found that the country could only afford 
another 3 -5 days with the Colonial Pipeline shut down before buses and other mass transit 
would have to limit operations due to a lack of diesel fuel. Chemical factories and refinery 
operations would also shut down because there would be no way to distribute what they 
produced. The ICS attack on the Colonial Pipeline had ramifications that extended far beyond 
its own operations, impacting other industries in the supply chain [11] [12].  



2.1.1.1 Supply Chains

Supply chain attacks leverage the 
interconnectedness of the global markets. 
When multiple customers rely on the same 
supplier, the consequences of a cyber-
attack against this supplier are amplified, 
potentially resulting in a large-scale 
national, or even cross-border, impact. 
The Cyber Security Breaches Survey 2021 
found that only 12% of businesses review 
risks coming from immediate suppliers, and 
5% address risks coming from wider supply 
chains [13].

The ENISA report published in July 2021, 
Threat Landscape for Supply Chain 
Attacks, distinguishes between the four key 
elements in a supply chain: 

(1) Supplier: entity that supplies a product 
or service to another entity; 
(2) Supplier Assets: valuable elements 
used by the supplier to produce the product/ 
service; 
(3) Customer: entity that consumes the 
product/ service produced by the supplier;
(4) Customer Assets: valuable elements 
owned by the target. 

ENISA defines a supply chain attack as 
a combination of at least two attacks. 
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The first attack is on a supplier that is then 
used to attack the target to gain access 
to its assets. The target can be the final 
customer or another supplier. For an attack 
to be classified as a supply chain one, both 
the supplier and the customer have to be 
targets.

ENISA has developed a taxonomy to 
characterise supply chain attacks [9]. 
It identifies the attack techniques utilised 
and assets targeted for both suppliers and 
customers; these are listed in Table 1, with 
an example for each presented in brackets. 

2.1.1.2 Control Systems

The US Cybersecurity and Infrastructure Se-
curity Agency (CISA), the US Department of 
Energy (DOE), and the UK National Cyber 
Security Centre (NCSC) released joint guid-
ance, titled Cybersecurity Best Practices for 
Industrial Control Systems [15]. The docu-
ment identified the short-term and long-term 
impacts of a cybersecurity attack on a con-
trol system:

Short-term impacts: (1) operational shut 
downs; (2) loss of visibility over production 
and safety systems; (3) financial loss due to 
outages and downtime; (4) intellectual prop

Case Study 2

SolarWinds is considered to be one of the largest supply chain attacks of the last few 
years. Affected entities included governmental organisations (including the US Treasury 
and the Departments of Homeland Security, State, Defence and Commerce) and large 
corporations (including Microsoft, Intel and Cisco), and it led to policy initiatives around the 
globe [9]. SolarWinds is a company that supplies management and monitoring software; 
Orion is SolarWinds’ Network Management System (NMS) product. In December 2020, it 
was discovered that Orion had been compromised. An extensive investigation showed that 
attackers gained access to the SolarWinds network and used a routine software update 
to slip malicious code into Orion’s software. 18,000 customers were estimated to have 
downloaded the code between March and June 2020. Once compromised, the attackers 
collected information for an extended period of time [14].  
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SUPPLIER CUSTOMER
Attack Techniques 
Used to Compromise 
the Supplier

Supplier Assets Tar-
geted by the Supply 
Chain Attack

Attack Techniques 
Used to Compromise 
the Customer

Customer Assets Tar-
geted by the Supply 
Chain Attack

Malware Infection 
(spyware used to steal 
credentials from em-
ployees)

Pre-existing Software 
(software used by the 
supplier)

Trusted Relationship 
(trust an automatic 
update)

Data (payment data)

Social Engineering 
(phishing)

Software Libraries (soft-
ware packages installed 
from third parties)

Drive-by Compromise 
(malicious scripts in a 
website to infect users 
with malware)

Personal Data (custom-
er data)

Brute-Force Attack 
(guessing a web login)

Code (source code) Phishing (messages 
impersonating the sup-
plier)

Intellectual Property

Exploiting Software 
Vulnerability (SQL 
injection)

Configurations (pass-
words)

Malware Infection (ran-
somware)

Software (access to 
the customer product 
source code)

Exploiting Configuration 
Vulnerability (taking 
advantage of a configu-
ration problem)

Data (personal data) Physical Attack or Modi-
fication (modify hard-
ware)

Processes (insertion of 
new malicious pro-
cesses, documents of 
schematics)

Open-Source Intelli-
gence (search online 
for credentials)

Processes (updates) Counterfeiting (create a 
fake USB)

Bandwidth (use the 
bandwidth to send 
SPAM or to infect oth-
ers on a large scale)

Hardware (hardware 
produced by the sup-
plier)

Financial (steal crypto-
currency)

People (targeted indi-
viduals with access to 
data, infrastructure, or 
to other people)

People (individuals 
targeted due to their po-
sition or knowledge)

Supplier 

erty theft; (5) health and personal safety
risks; (6) damage and destruction of proper-
ty and equipment; (7) loss of availability; (8) 
loss of control; and (9) denial of service.

Long-term impacts: (1) significant un-
planned labour, overtime, and idle equipment 
costs; (2) increased or denied insurance; (3) 
degraded equipment performance and quali-
ty; (4) fees and lawsuits due to negligence or 
non-compliance; (5) loss of customers; and 

(6) redirection of organisational expenditure 
toward recovery efforts.
The Department of Homeland Security [16] 
in the United States identified the following 
ICS attack methods: (1) exploiting weak 
authentication; (2) brute force intrusion; (3) 
abuse of access authority; (4) network scan-
ning/probing; (5) spear phishing; (6) remov-
able media; (7) SQL injection. 

Moving towards cloud-computing for ICSs 

Table 1: ENISA’s proposed taxonomy for supply chain attacks [9]
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introduces new threats and vulnerabilities 
[17]: 
(1) ICS managers have limited security 
controls over the data, resulting in loss of 
data privacy and opening up an easy point of 
illegal access to the assets; 
(2) loss of connection with the remote com-
ponents from the local devices or vice versa, 
resulting in a threat of loss of data, delays in 
the production process etc; 
(3) abuse of current flaws in the local secu-
rity controls by other remote cloud users, re-
sulting in a threat of data breach, data theft, 
data manipulation, data exploitation, etc; 
(4) lack of security standardisation for 
cloud-based ICSs.

2.1.2 Safety

Safety is a consideration related to but dis-
tinct from (cyber)security. In control systems, 
it may be considered to be of even greater 
significance than cybersecurity. 

Whilst security is concerned with intentional 
harm (i.e. malicious acts), safety is focused 
on unintentional harm (i.e. accidents) [18]. 
The addition of new security defences in an 
attempt to mitigate security threats may actu-
ally introduce safety concerns. For example, 
a nuclear power plant in Georgia was shut 
down for 48 hours after a software update 
was installed on one of the computers on the 
plant’s corporate network. The lack of data 
after the computer reset post-update was in-
terpreted as a significant change in the phys-
ical process causing the emergency safety 
system to shut down the plant [19]. Security 
solutions should take these safety concerns 
into account when designing and deploying 
new security mechanisms [20].

A safety-critical system executes critical 
tasks, whose failure could endanger hu-
man life, lead to substantial economic loss, 
or cause extensive environmental damage 
[21]. In February 2021, a hacker infiltrated 
a computer at a Florida city’s water treat-
ment plant and briefly increased the amount 
of sodium hydroxide, also known as lye, by 

a factor of more than 100. In large quanti-
ties it can cause irritation, burns and other 
complications. A supervisor noticed the mea-
surements of the chemical changing on his 
computer screen and stepped in to reverse 
the action, leaving the city’s water supply un-
affected [22]. The breach could potentially 
have led to mass poisoning, putting the lives 
of thousands of Florida residents at risk. 

2.1.3 Data

2.1.3.1 Supply Chains

Supply chains rank amongst the most da-
ta-rich of all business environments. Cre-
ation of a flexible, responsive, reliable and 
resilient supply chain is not possible without 
the necessary volume and quality of asso-
ciated data. That data unlocks the ability to: 
(1) accelerate inventory turnover; (2) reduce 
the number and frequency of defects; (3) in-
crease responsiveness and efficiency within 
supply networks; (4) improve risk and loss 
management; and (5) reduce costs and in-
crease business efficiency [23]. However, 
there are numerous data-related challenges 
that need to be addressed.

Confidentiality and Privacy

Confidentiality involves maintaining the pri-
vacy of the information flow throughout the 
horizontal and the vertical value chains of 
the manufacturing system. In digital supply 
chains there are many information flows 
which could be tapped by attackers. Confi-
dentiality loss can be costly for a company; 
resulting in loss of customer’s data, intellectu-
al property, trade secrets, etc. Hence, proper 
mechanisms (such as end-to-end encryption 
and access control) need to be incorporated 
to ensure confidentiality of the system [24].

Data Integrity

Data integrity is defined as the property that 
data has not been changed, destroyed, or 
lost in an unauthorised or accidental man-
ner [25]. An attack against data integrity can 



Figure 2 1: Factors that pose challenges to information sharing across multiple supply chain tiers
(adapted from K. Timmermans, 2021)
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cause corruption, modification, and/or de-
struction of the data which ultimately results 
in a loss in trust in the data. Integrity is part 
of the CIA security triad of Confidentiality, In-
tegrity, and Availability [26].  

Ransomware, destructive malware, insid-
er threats, and even honest user mistakes 
present ongoing threats to organisations. Or-
ganisations’ data, such as database records, 
system files, configurations, user files, appli-
cations, and customer data, are all potential 
targets [26]. 

Data Sharing

A Delphi study exploring antecedents asso-
ciated with information sharing across mul-
tiple supply chain tiers, identified 22 factors 
that pose challenges to information sharing 
beyond the dyadic relationships. They also 
found that certain factors, such as trust, are 
regarded as barriers i.e. too difficult to resolve 
for implementing multi-tier information shar-
ing [27]. The 22 factors were grouped into 6 
categories: information utilisation, technolo-
gy utilisation, power structures, culture, busi-
ness process, and legal. These are present-
ed in Figure 2 1 and some key aspects of 
each category are summarised below. 

Linked IT-sys-
tems & com-

mon platforms

Implementation 
cost

IT-maturity

Standardised 
terminology

Standardised 
format for data 

exchange

Information 
quality

Planning 
competence

Forecasting 
ability

Dominant 
player able 
to initate 
change

Power 
asymmetry

Dependencies 
between firms

Linked business 
processes

Common 
performance 

measures

Common goal

Risk-sharing 
model

Benefit-sharing 
model

Legal 
framework

Confidential 
information

Intellectual 
property 

rights

Cultural 
differences

Trust

Good 
inter-firm 

relationships

Supply chain  
information 

sharing

Information 
utilisation

Power 
structure

Business 
process

LegalCulture

Technology 
utilisation
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Information Utilisation. Low information 
quality makes it difficult to plan logistics and 
production related activities. Low information 
quality also relates to (1) delayed information 
- decisions are made on “old” and potentially 
incorrect information; (2) misinterpreted in-
formation - receiver needs to understanding 
how the information was generated; and (3) 
difficulty in aggregating information.

Technology Utilisation. Refers to the var-
ious means for sharing, receiving and mak-
ing sense of transmitted information. Even 
though the technology is available, the dy-
namics of networks pose a challenge for 
multi-tier information sharing. As companies 
are involved in numerous supply chains, the 
task of connecting suppliers and customers 
across multiple tiers becomes a cumber-
some and costly undertaking over time.

Power Structures. Relates to inter-de-
pendencies between firms and a compa-
ny’s power/ ability to influence its business 
partners’ behaviours. Companies often fear 
unbalanced dependencies and the risk of 
being forced into information sharing ar-
rangements. Power asymmetry, however, 
may aid the implementation of multi-tier in-
formation sharing. A dominant player may be 
able to bring multiple partners together and, 
if need be, enforce change with regards to, 
for example, adopted formats and platforms.

Culture. Represents the business relation-
ships and the attitude and willingness toward 
collaborating and sharing information with 
supply chain partners. Lack of trust, which 
signifies a lack of cooperative and non-op-
portunistic behaviours, appears to be magni-
fied when involving partners across three or 
more tiers.

Business Process. The task of linking busi-
ness processes among three or more part-
ners is considered difficult as: (1) there must 
be an overarching purpose and process so 
that all partners work toward the same goal, 
and (2) there must be standardised business 
processes in place. 

Legal. In a multi-tier setting, suppliers and 
customers are generally embedded in mul-
tiple supply chains meaning that information 
can travel both vertically and horizontally 
across the network of business relationships. 
There is a need to formalise information shar-
ing through a legal framework, including: (1) 
what information can be shared, (2) how to 
interpret the information, (3) how to use the 
information for decision making in production 
or similar, (4) how to store and treat the infor-
mation, and (5) with whom information can 
be shared within and outside the company.

2.1.3.2 Control Systems

Data Integrity. A NIST report published in 
September 2021, titled Protecting Informa-
tion and System Integrity in Industrial Con-
trol System Environments: Cybersecurity for 
the Manufacturing Sector highlights the im-
portance of accounting for data integrity con-
cerns. The integration of Informational Tech-
nology (IT) and Operational Technology (OT) 
networks are helping manufacturers boost 
productivity and gain efficiencies, it has also 
provided malicious actors - including na-
tion states, common criminals, and insider 
threats - a fertile landscape in which they can 
exploit cybersecurity vulnerabilities to com-
promise the integrity of ICS and ICS data. 
Data integrity involves falsifying or exagger-
ating data. The motivations behind these at-
tacks can range from degrading manufactur-
ing capabilities and financial gain, to causing 
reputational harm. Whilst compromised data 
in the supply chain may affect the availability 
of products, compromised data at the control 
system level may lead to loss of reliability or 
integrity of the products themselves [28]–
[30].

Confidentiality. There is difficulty in assess-
ing and quantifying the perceived value of 
data. For example, code from a machine 
may seem unintelligible and therefore not 
very significant or valuable. However, in the 
hands of someone with domain knowledge, 
it may be incredibly valuable, providing, for 
example, highly significant and protected 
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design details. As the volumes of data pro-
duced in manufacturing continue to increase, 
it is important to determine the value of the 
different data streams in order to understand 
the various levels of protection required. 

2.1.4 Certification

Manufacturing processes are certified un-
der certain operating conditions. If these 
processes are knowingly, or unknowingly, 
altered then that certification would no lon-
ger be valid. If through some malicious cy-
ber-attack, the configuration of the process 
is changed such that it falls outside of the 
certification, the manufacturing operation 
would be in violation of the law. In order to 
cause such disruption and damage, the ma-
licious actor would just have to understand 
the detail of the certification. Even if the final 
product is functional and safe, the operating 
company will still have broken the law by not 
complying with their certification.

2.1.5 Industry 4.0

ENISA published a report, titled Industry 4.0 
Cybersecurity: Challenges & Recommen-
dations, in May 2019 [6]. In this document, 
ENISA identified the main challenges to the 
adoption of the security measures and se-
curity of Industry 4.0 and Industrial IoT. The 
challenges were categorised as being relat-
ed to people, processes or technology: 

People

• Need to Foster and Align IT/OT Secu-
rity Expertise and Awareness. People 
involved in deployments of new solutions 
usually have only knowledge of either 
IT or OT security, while Industry 4.0 and 
Smart Manufacturing require expertise 
over several areas.

• Incomplete Organisational Policies 
and Reluctance to Fund Security. In-
dustry 4.0 operators, which are at various 
stages of Industry 4.0 adoption, often do 
not have appropriate governance struc-

tures in place for secure implementation 
of new technologies and secure mainte-
nance of the existing ones.

Processes

• Liability Over Industry 4.0 Products’ 
Lifecycle is Poorly Defined. There are 
a large number of stakeholders involved 
in the supply chain and in the use lifecy-
cle of Industry 4.0, therefore apportioning 
liability in the aftermath of a security inci-
dent becomes challenging. 

• Fragmentation of Industry 4.0 Security 
Technical Standards. Given the nascent 
nature of Industry 4.0, comprehensive 
initiatives to address security in a holistic 
manner are lagging behind. 

• Supply Chain Management Complex-
ity. Supply chains have become more 
dynamic, flexible, interdependent and 
demanding in terms of performance. 
However, increased interdependence of 
supply chains results in broader impact 
caused by existing security risks and the 
introduction of new ones. 

Technology

• Interoperability of Industry 4.0 Devic-
es, Platforms and Frameworks. En-
suring interoperability between devices/ 
platforms is not only about seamless op-
eration, but also about security. 

• Technical Constraints Hampering Se-
curity in Industry 4.0 and Smart Man-
ufacturing. A particular issue is integra-
tion with legacy infrastructures. Patching 
and software updates over-the-air are in 
most cases not feasible solutions when it 
comes to low-end devices, as they do not 
support such functionality. Dedicated cy-
bersecurity tools for Industry 4.0 systems 
are generally too few or too expensive. 



3.1 UK

3.1.1 Supply Chains 

DCMS Call for Views. In May 2021, the 
UK Government put out a call for views on 
cyber security in supply chains and Man-
aged Service Providers (MSP) [31]. The 
Call for Views focuses on understanding 
two aspects of supply chain cybersecurity: 
Part 1 seeks input on how organisations 
across the market manage supply chain 
cyber risk and what additional govern-
ment intervention would enable organisa-
tions to do this more effectively; and Part 2 
seeks input on the suitability of a proposed 
framework for MSP security and how this 
framework could most appropriately be 
implemented to ensure adequate base-
line security to manage the risks associ-
ated with MSPs. The information collected 
and analysed through this Call for Views 
will contribute to the development of policy 
solutions.

Cyber Assessment Framework. The 
National Cyber Security Centre (NCSC) 
developed the Cyber Assessment Frame-
work (CAF) in 2019, a collection of a set 
of 14 cyber security & resilience princi-
ples, together with guidance on using and 
applying the principles. It is designed for 
organisations that play a vital role in the 
day-to-day life of the UK, and is support-
ed by technical guidance and references, 
constantly evolving to address emerging 
issues and threats [31]. One of the 14 
principles focuses on supply chains - A.4 
Supply Chain – and stipulates: the organi-

sation understands and manages security 
risks to networks and information systems 
supporting the operation of essential func-
tions that arise as a result of dependencies 
on external suppliers. This includes ensur-
ing that appropriate measures are em-
ployed where third party services are used 
[32]. The principle states a number of spe-
cific supply chain related security consid-
erations that should be addressed, where 
relevant to the provision of the essential 
function, including ensuring the protection 
of data shared with a third party and effec-
tive specification of the security properties 
of products or services procured from a 
third party that are important for the pro-
tection of the essential function. 

NCSC Supply Chain Security Guidance. 
The NCSC has also developed a series of 
12 principles, designed to help business-
es establish effective control and oversight 
of their supply chains. The 12 principles 
are divided into four stages: understand 
the risks; establish control; check your 
arrangements; and continuous improve-
ment. 

PAS 555:2013. The Standard - Cyber Se-
curity Risk. Governance and Management. 
Specification - provides a business-led, 
holistic approach to cyber security. It ap-
plies to the whole organisation and its sup-
ply chain. it considers not only the techni-
cal aspects of cybersecurity, but also the 
physical, cultural and behavioural aspects, 
alongside effective leadership and gover-
nance [33].

3. Policy and Legislation
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Minimum Cyber Security Standard 
(MCSS). Launched by the UK government in 
June 2018, the MCSS sets out a series of 
mandatory cyber resilience outcomes that all 
government departments must achieve. The 
Standard can also be used by any other or-
ganisation to benchmark its cyber resilience 
efforts. The standards are presented as an 
absolute minimum and, ideally, should be ex-
ceeded [34]. MCSS states that: Departments 
shall understand and manage security is-
sues that arise because of dependencies on 
external suppliers or through their supply 
chain. This includes ensuring that the stan-
dards defined in this document are met by 
the suppliers of 3rd party services” [35].

3.1.2 Control Systems

BS 6739:2009. Code of Practice for Instru-
mentation in Process Control Systems: In-
stallation Design and Practice provides rec-
ommendations for, and guidance on, the 
design for the installation of instrumentation 
of measurement and control systems in the 
process industry, and the implementation 
and commissioning of this installation [36].

BS EN 61508-1:2010. Functional Safety of 
Electrical/Electronic/ Programmable Elec-
tronic Safety-Related Systems - General 
Requirements covers the safety systems of 
electrical equipment and their components 
that could have an impact on the safety of 
people and the environment if they fail. It 
also applies to protection and control sys-
tems [37].

BS EN 61511:2017. Functional Safety. Safe-
ty Instrumented Systems for the Process 
Industry Sector. The second edition of the 
Standard (the first was released in 2003) ac-
knowledges that as functional safety related 
control systems become more complex - with 
programmable logic and the use of networks 
to monitor and control such systems - there 
is a growing need to identify and manage 
threats to the ongoing safe operation of the 
safety system from cyber-attacks. Thus, the 

Standard includes cybersecurity, with an em-
phasis on the threat to ongoing operations 
that a cyber-attack can pose and the impor-
tance of early identification [39] [40].

3.2 International

3.2.1 Supply Chains

Executive Order 14017. In February 2021, 
President Biden signed Executive Order 
14017, titled America’s Supply Chains. The 
EO directed a whole-of-government approach 
to assessing vulnerabilities in, and strength-
ening the resilience of, critical supply chains. 
It called for a comprehensive review to figure 
out exactly where the risks are, including ex-
plicit mention of cyber-attacks [40]–[42]. On 
May 12, Executive Order 14028 on Improv-
ing the Nation’s Cyber Security was issued. 
The EO charged multiple agencies with en-
hancing cybersecurity through a variety of 
initiatives related to the security and integ-
rity of the software supply chain [43]. On 30 
September, NIST published the draft version 
of SP 800-218 (Draft) Secure Software De-
velopment Framework (SSDF) Version 1.1: 
Recommendations for Mitigating the Risk of 
Software Vulnerabilities. The SSDF is a set 
of fundamental, sound practices for secure 
software development based on established 
standards and guidelines produced by var-
ious organisations [44]. In accordance with 
EO 14028, (1) by February 6, 2022, after 
consulting heads of various agencies, NIST 
will issue guidance that identifies practices 
that enhance software supply chain securi-
ty, with references to standards, procedures, 
and criteria, and (2) by May 8, 2022, NIST 
will publish additional guidelines, including 
procedures for periodically reviewing and 
updating guidelines [43].

NIS 2.0. In December 2020, the European 
Commission unveiled its new Cybersecurity 
Strategy to bolster Europe’s collective resil-
ience against cyber threats. Included in the 
strategy was the proposal to revise The Net-
work and Information Security (NIS) Direc-
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tive, producing NIS2. Amongst the proposed 
changes, the key sections of NIS2 impacting 
supply chains are under Chapter IV ‘Cyber-
security Risk Management and Reporting 
Obligations’ and Articles 18 and 19 in partic-
ular [46] [47]. Article 18, Cybersecurity Risk 
Management Measures, asserts that “mem-
ber States shall ensure that essential and 
important entities shall take appropriate and 
proportionate technical and organisational 
measures to manage the risks posed to the 
security of network and information systems 
which those entities use in the provision of 
their services. Having regard to the state 
of the art, those measures shall ensure a 
level of security of network and information 
systems appropriate to the risk presented.” 
The measures referred to are specified to 
include, amongst others: “supply chain se-
curity including security-related aspects con-
cerning the relationships between each enti-
ty and its suppliers or service providers such 
as providers of data storage and processing 
services or managed security services” [47].
Article 19, EU Coordinated Risk Assess-
ments of Critical Supply Chains, states that 
“the Cooperation Group, in cooperation with 
the Commission and ENISA, may carry out 
coordinated security risk assessments of 
specific critical ICT services, systems or 
products supply chains, taking into account 
technical and, where relevant, nontechnical 
risk factors” [47].

Data Act. The Communication on a Europe-
an strategy for data adopted by the Europe-
an Commission in February 2020 stressed 
that further EU actions could be taken for-
ward in a Data Act. Among other things, the 
new Act is intended to support data sharing 
between businesses, targeting in particular 
issues relating to rights of use in jointly gen-
erated information, including IoT data gener-
ated in an industrial environment [23] [49]. 
In May 2021, the Commission published its 
Inception Impact Assessments on the forth-
coming Data Act. This legislative initiative 
will aim at facilitating data access and use 
and review the rules on the legal protection 
of databases. The initiative is about ensuring 

fairness in the allocation of data value among 
actors of the data economy, including in busi-
ness-to-business and business-to-govern-
ment situations. Further development and 
fine tuning of the initiative is tabled for Q3-Q4 
2021 [48]. 

ISO 28000:2007. Specification for Secu-
rity Management Systems for the Supply 
Chain specifies the requirements for a se-
curity management system, including those 
aspects critical to security assurance of the 
supply chain. It is applicable to all sizes of 
organisations, from small to multinational, in 
manufacturing, service, storage or transpor-
tation at any stage of the production or sup-
ply chain [49].

ISO/IEC 27036. A multi-part standard offering 
guidance on the evaluation and treatment of 
information risks involved in the acquisition of 
goods and services from suppliers [50]. ISO/
IEC 27036-1:2021 Cybersecurity - Supplier 
Relationships - Part 1: Overview and Con-
cepts provides an overview of the guidance 
intended to assist organisations in securing 
their information and information systems 
within the context of supplier relationships 
[51]. ISO/IEC 27036-2:2014 Information 
technology - Security Techniques - Informa-
tion Security for Supplier Relationships - Part 
2: Requirements specifies fundamental in-
formation security requirements for defining, 
implementing, operating, monitoring, review-
ing, maintaining and improving supplier and 
acquirer relationships [52]. ISO/IEC 27036-
3:2013 Information Technology - Security 
Techniques - Information Security for Sup-
plier Relationships - Part 3: Guidelines for 
Information and Communication Technology 
Supply Chain Security provides product and 
service acquirers and suppliers in the infor-
mation and communication technology (ICT) 
supply chain with guidance on: (1) gaining 
visibility into and managing the information 
security risks caused by physically dispersed 
and multi-layered ICT supply chains; (2) re-
sponding to risks stemming from the global 
ICT supply chain to ICT products/ services 
that can have an information security impact 
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on the organisations using these products 
and services.; and (3) integrating information 
security processes and practices into the sys-
tem and software lifecycle processes (ISO, 
2013). ISO/IEC 27036-4:2016 Information 
Technology - Security Techniques - Informa-
tion Security for Supplier Relationships - Part 
4: Guidelines for Security of Cloud Services 
provides cloud service customers and cloud 
service providers with guidance on (1) gain-
ing visibility into the information security risks 
associated with the use of cloud services 
and managing those risks effectively, and (2) 
responding to risks specific to the acquisition 
or provision of cloud services that can have 
an information security impact on organisa-
tions using these services [53].

3.2.2 Control Systems

BS EN / IEC 62443. The Security for Indus-
trial Automation and Control Systems series 
of Standards was developed to secure IACS 
throughout their lifecycle. It currently in-
cludes nine standards, technical reports and 
technical specifications [54]. The Standard 
addresses not only the technology that com-
prises a control system, but also the work 
processes, countermeasures, and employ-
ees. IEC 62443 takes a risk-based approach 
to cybersecurity, in which users must iden-
tify what is most valuable and requires the 
greatest protection and identify vulnerabili-
ties. They must then erect defence-in-depth 
architecture that ensures business continuity 
[54]. 

ISA TR84.00.09-2013. Security Counter-
measures Related to Safety Instrumented 
Systems (SIS) provides guidance on the 
countermeasures used to reduce the like-
lihood of a security breach of the SIS that 
degrades its ability to perform its function(s). 
This relates to cybersecurity from both inside 
and outside the plant boundary. The scope 
does not address physical plant protection 
(for example, fences, cameras, and ground-
ing), but does address physical issues relat-
ed to cybersecurity of the SIS [55].
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ISO/IEC 27000. There are more than a doz-
en standards in the ISO/IEC 27000 family, 
providing a globally recognised framework 
for best practice in information security man-
agement. ISO 27001 is a specification that 
sets out specific requirements, all of which 
must be followed, and against which an or-
ganisation’s Information Security Manage-
ment System (ISMS) can be audited and 
certified. ISO/IEC TR 27019 provides guid-
ing principles based on ISO/IEC 27002 for 
information security management applied to 
process control systems as used in the ener-
gy utility industry. The scope of ISO/IEC TR 
27019:2013 covers process control systems 
used by the energy utility industry for con-
trolling and monitoring the generation, trans-
mission, storage and distribution of electric 
power, gas and heat in combination with the 
control of supporting processes. Outside the 
scope of ISO/IEC TR 27019:2013 is the con-
ventional or classic control equipment that is 
non-digital [57] [58].

ANSI/ISA-18.2-2016. Management of 
Alarms Systems for the Process Industries 
specifies general principles and processes 
for the lifecycle management of alarm sys-
tems based on programmable electronic 
controller and computer-based human-ma-
chine interface (HMI) technology for facilities 
in the process industries. It covers all alarms 
presented to the operator through the control 
system [58].

SP 800-82 Rev. 2. Guide to Industrial Con-
trol Systems (ICS) Security was produced by 
NIST in 2015. It provides guidance on how 
to secure ICS, including Supervisory Control 
and Data Acquisition (SCADA) systems and 
Distributed Control Systems (DCS), while ad-
dressing their unique performance, reliabil-
ity, and safety requirements. The document 
provides an overview of ICS and typical sys-
tem topologies, identifies typical threats and 
vulnerabilities to these systems (including 
cybersecurity), and provides recommended 
security countermeasures to mitigate the as-
sociated risks [59]. 



ICS-CERT Recommended Practices. The 
Industrial Control Systems Cyber Emergen-
cy Response Team (ICS-CERT), part of CISA 
in the US Department of Homeland Security, 
have published a series of guidance docu-
ments for best practice. The publications 
include: updating antivirus in an industrial 
control system; improving industrial control 
systems cybersecurity with defence-in-depth 
strategies; and remote access for industrial 
control systems [60]. 

VCSS-CSO. The Voluntary Cyber Securi-
ty Standards for Industrial Control Systems 
Operators (VCSS-CSO) were developed by 
the New Zealand National Cyber Security 
Centre (NCSC) in partnership with the New 
Zealand Control Systems Security Informa-
tion Exchange (CSSIE) in 2019. VCSS-CSO 
is intended to support New Zealand’s control 
systems operators in building resilient cyber 
security defences and practices [62] [63].
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4. Opportunities
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4.1.1 Supply Chains

A review paper published in August 2021 
outline five key challenges faced by supply 
chains built on large and complex IoT sys-
tems [63]:

• Need for end-to-end solutions for vul-
nerabilities and risks management. 
There is a lack of effective methods to 
characterise, detect, classify, forecast, 
and estimate threats, risks, vulnera-
bilities, and suspicious activities. The 
challenge extends beyond detecting 
the vulnerability itself, to include build-
ing innovative solutions to manage the 
whole vulnerabilities lifecycle and the 
propagation of vulnerabilities within the 
entire end-to-end supply chain. Cyber-
security and privacy risks must also 
be accurately estimated within the en-
tire supply chain to meet performance 
expectations through an appropriate 
data sharing mechanism, as well as to 
enable dynamic updates through re-
al-time awareness of ICT systems’ ac-
tual states.

• Lack of evidence-based metrics for 
security assurance and trust guar-
antees. Security and trust assurance 
should not only be inferred from an ob-
served absence of security incidents; 
this may be an indication of the inability 
of the system to detect attacks or sim-
ply an absence of attacks during the 
monitored period. Similarly, security 
assurance must not only leverage on 

trust, but on evidence supporting spe-
cific security claims. However, there is 
a lack of effective metrics to character-
ise ICT systems performance with re-
gards to cybersecurity and privacy. It is 
necessary to define both the security 
claims and the set of metrics used to 
characterise these claims, and choose 
the proper evidence for each specific 
claim. 

• Cumbersome coordination in 
multi-actor and multi-vendor sup-
ply chains of ICT systems. Given 
such a heterogeneous and complex 
cybersecurity ecosystem, the process 
of coordinating and orchestrating the 
management of security appliances 
to provide trusted supply chains be-
comes a challenging endeavour. One 
of the challenges is that security poli-
cies are often specified by people who 
are different from the software develop-
ers actually implementing them, which 
leads to misconfigurations and improp-
er responses to threats and attacks. 
Gartner estimates that 70% - 99% of 
data breaches result not from external, 
concerted attacks, but from miscon-
figurations of the affected IT systems. 
In supply chains, there is not a sin-
gle allocated individual controlling the 
whole system; therefore, there is a lack 
of strict identity management and ac-
countability mechanisms.

• Static cybersecurity networked con-
figurations and dynamic systems 
audit. Even when a security policy is 
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successfully developed and implement-
ed, the security systems in use are rel-
atively static with respect to the highly 
dynamic threat prevention and mitigation 
techniques needed. In most cases, nei-
ther the network elements nor the se-
curity appliances support a reconfigura-
tion framework to meet the dynamically 
changing nature of cyber threats. 

• Unlikely wide adoption of integrated cy-
bersecurity solutions for composed 
ICT systems. New approaches are 
needed to facilitate a coordinated, rather 
than integrated, deployment of cyberse-
curity solutions, accounting for the com-
plexity of supply chains bringing together 
systems from different stakeholders, han-
dled by human resources with different 
skill levels in ICT management. 

Challenges may be categorised into those 
that are logistical, those that are technical, 
and those related to decision-making and 
policy [64].

Logistical Challenges

• Lack of control over upstream supply 
chain

• Disclosure of supply chain information: 
suppliers’ willingness to disclose their cy-
ber security practices, partly due to pri-
vacy reasons and competitor-sensitive 
information

• Awareness of vulnerabilities: the sup-
pliers of IoT equipment may not be fully 
aware of all the possible vulnerabilities in 
their products

• Centralised database of vulnerabilities: 
there is no centralised database of known 
vulnerabilities and attacks that can serve 
as a guideline to identify risks and possi-
ble attacks

• Heterogeneous supply chain manage-
ment practices

Technical Challenges

• Lack of management controls: cen-
tralised network management may not be 
available for the IoT

• Inflexible hardware: IoT device hardware 
may not be serviceable, meaning it can-
not be repaired, customised, or inspected 
internally

• Heterogeneous ownership: devices are 
owned and operated by separate entities 
resulting in less control over policy imple-
mentation

Decision Making and Policy Challenges

• Risk informed procurement and de-
ployment

• Contingency planning: IoT network re-
quires arrangement of contingencies as 
suppliers may end security updates or 
discontinue support for the equipment

• Risk-conscious supplier contracts

4.1.2 Control Systems

Four broad areas have been identified as the 
most significant challenges requiring further 
research with regards to control systems:

Value of Data. In manufacturing, under-
standing/deciphering the real value of data 
is a complex task. Some data will have clear 
financial value, whereas other data will not 
have obvious apparent value but when com-
bined with domain knowledge or other data 
sources, may have significant value. Need 
to be able to distinguish between valuable 
data and otherwise in order to determine 
what needs to be protected. Development of 
a matrix or method of determining value of 
manufacturing data is important. 

Safer Connectivity. What are the right ways 
of addressing connectivity on the shop floor, 
and how do you ensure connectivity is not 
coming at a cost?  Need to understand how 
to increase connectivity whilst ensuring that 
both control systems and data are sufficient-
ly protected.

Certification and Standards. On the one 
hand, you have cybersecurity concerns, 
and on the other, certification requirements 
which are primarily concerned with process-
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es. Need to map the two and ensure that any 
measures that are in place meet both sets of 
requirements. Need to understand whether 
compliance with cybersecurity standards sat-
isfies requirement of certification, or whether 
within regulated industries more needs to be 
done to ensure that the process is certified. 

Architecture Configuration. We are pro-
ducing exponentially increasing amounts of 
data. In-process monitoring involves analys-
ing this data, as it is produced in real-time, to 
control the process. This makes up-stream 
and down-stream inspections redundant, 
streamlining the manufacturing process and 
identifying issues as (or even before) they 
occur. Such processing requires (at least 
some of) the analytics to be undertaken at 
the edge, rather than at a central server. 
Having such edge devices has many ad-
vantages from a manufacturing perspective, 
however, the cybersecurity risks need to be 
understood and mitigated for. The constant 
flows of data in and out of the machines and 
the control systems need to be protected. 
Thus, with regards to edge devices, need 
to better understand optimal architecture, in 
terms of what needs to be processed locally 
versus at the central server. 



There are numerous research centres focused on IoT and cybersecurity related issues in the 
Supply Chain and Control Systems sector. A few notable ones include: 

1. The High Value Manufacturing Catapult which is the UK’s innovation accelerator for ad-
vanced manufacturing technologies. The Catapult looks to (1) grow businesses and the con-
tribution of the manufacturing sector to the UK economy; (2) investigate innovative technol-
ogies or scale up new products and processes to prove they have achieved manufacturing 
readiness; (3) work with academic partners to build on research at Universities and Research 
establishments in the UK and beyond; (4) use its expertise to help shape UK manufacturing 
policy; and (5) work with UK Government and others to develop high quality training provision 
to meet industry needs;
2. The new Made Smarter Innovation Digital Supply Chain Innovation Hub was announced 
in July 2021. It will be delivered by Digital Catapult, collaborating with large and small business-
es, as well as universities, research technology organisations, and catapults. Breakthrough 
technology development will be delivered through large scale test beds. The hub will create 
an effective and integrated innovation ecosystem to develop new solutions to transform UK 
manufacturing; 
3. Funding and plans for five university-led research centres, who will receive a share of 
£25 million from UK Research and Innovation (UKRI) and Made Smarter, was announced in 
July 2021. The research centres will help the UK’s manufacturing industry become more pro-
ductive and competitive through innovation and adoption of digital technologies. As well as 
being at the forefront and driving developments in their areas of expertise, these research cen-
tres will connect across the challenge to help bridge the gap between basic research and its 
application in manufacturing. This will provide a pipeline of digital technologies for the future.

PETRAS has a strong, and expanding, research focus in Supply Chains and Control Systems. 
There are 19 projects within the sector, either completed or ongoing, some of which are de-
tailed in Table 2. Further details on all of the projects can be found at: 
https://petras-iot.org/projects/?_sft_sector=supply-chains-and-control-systems 

PETRAS has a dedicated Business Development team who connect the public and private 
sectors with a network of transdisciplinary academic experts, to enable research collaborations 
that address social and technical issues relating to the cybersecurity of IoT devices, systems 
and networks. 

If you are a research institution, private or public sector organisation interested in collaborating 
with PETRAS, please contact petras@ucl.ac.uk.

PETRAS in the UK Research 
Landscape
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Project Description Partners Status

Identifying 
Attack Vectors 
for Network 
Intrusion to 
Determine 
Impact Across 
Threat Surfaces 
(IoT-Depends)

Looked to enhance the Supervisory Control And 
Data Acquisition (SCADA) testbed at Airbus using 
IoT devices to enhance Airbus’ knowledge and ex-
pertise in IoT risks to SCADA, and to test the utility 
of Dependency Modelling to incorporate goal suc-
cess probability data derived from ‘canned attacks’ 
on IoT devices into a risk model of a SCADA system 
to simulate failure.

Airbus Completed

EBIS+: Extend-
ing BIM Level 2 
to support IoT & 
Security Demon-
strator  

Explored the use of a secured distributed Digital 
Object Management System (DOMS) to represent 
deployments including security, data description 
and access process information with the relevant 
security metadata and extensive use of templates.

BRE Completed

Power Grid IoT 
System Protec-
tion and Re-
silience using 
Intelligent Edge 
(Power-SPRINT)

Investigates the cybersecurity risks posed by the 
growing integration of IoT-enabled smart-home 
appliances on power grid operations. By analysing 
network traffic from IoT-smart-home appliances, 
Power-SPRINT will perform threat analysis and 
identify the devices that are most likely to be tar-
geted by the attacker. Using a control theoretic-ap-
proach, Power-SPRINT will investigate the impact 
of compromising a large number of smart-home 
appliances (in a Botnet-type attack) on power grid 
operations and shed light on how the grid’s resil-
ience can be enhanced by the optimal deployment 
of security reinforcements and back-up devices to 
mitigate these attacks. Power-SPRINT will investi-
gate how to detect such attacks if they occur using 
the power grid’s physical signals and deep learn-
ing along with implementing a privacy-preserving 
mechanism that can be deployed at the edge 
devices.

Schneider Elec-
tric;
Global Cyber 
Alliance

Ongoing

Cognitive and 
Socio-Technical 
Cybersecurity in 
Modern Railway 
System (CoSTC-
MoRS)

Developing a hybrid and adaptive approach to 
combining AI and a socio-technical model to iden-
tify and detect cyberattacks and create a holistic 
& fast response to cyber incidents to ensure the 
security, safety, and functionality of a Modern 
Railway System (MRS). The project focuses on the 
Signalling and Control System (SCS), on which an 
attack tree analysis will be given. The project also 
aims to provide a socio-technical security roadmap 
and IoT plan for business continuity to mitigate 
the potential impact of cyber incidents on MRSs, 
considering the operations, human-factors, organi-
sational structures, regulation and policies.

National Skills 
Academy for Rail 
(NSAR);
Birmingham 
Centre for Railway 
Research and Ed-
ucation (BCRRE);
East West Rail Co 
(EWR);
COSTAIN; Vega 
Systems UK;
CERBERUS Se-
curity Laboratories 
(CSL)

Ongoing

Table 2: A selection of completed PETRAS projects in cybersecurity in the Supply Chain and 
Control Systems sector
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Project Description Partners Status

Early Anomaly 
Detection for 
Securing IoT 
in Industrial 
Automation 
(ELLIOTT)

Investigates deep learning along with convention-
al machine learning models to develop a fast, re-
liable and robust detection model that can be ap-
plied to various industrial processes. The project 
has previously developed an AI-approach which 
uses evolutionary algorithms as a mechanism to 
generate attack examples to identify weaknesses 
in the detection. To test the performance of the 
detection models, ELLIOTT will test the devel-
oped AI-approach in conjunction with manual 
random attacks and off the shelf tools. To show 
the work in a wider context, ELLIOT will work with 
user partners to test the developed approaches 
in two real cyber physical systems within indus-
trial control systems: i) electronic servo motors in 
factories and ii) building management systems.

Cube Controls;
Rockwell Automation

Ongoing

Integrity 
Checking at 
the Edge (ICE)

Assesses the potential threats involved in inter-
actions between edge devices, cloud platforms 
and legacy systems used in the manufacturing 
and water treatment sectors. It provides secu-
rity and resilience for emerging technologies in 
critical infrastructures. considers human-machine 
interaction in conversation around pathways and 
interactions, taking inspiration from Explainable 
AI.

Cardiff University;
University of Bristol 

Ongoing

Logistics 4.0: 
Securing High 
Value Goods 
using Self-Pro-
tecting Edge 
Computer

Aims to create, design and develop tiny sen-
sor-tracking systems that attach directly to 
objects. The project aims to advance IoT tech-
nologies to better protect high-value goods by 
providing environment, transit behaviours, and 
wide-area real-time location data. These devices 
protect the object and can also protect them-
selves. Research is conducted through 3 themes: 
“Design for Trust”, “Technical Co-Design” and 
“Law, Ethics and Risk” covering security from dif-
ferent angles. Though the focus is on high value 
goods, specifically art, the AI/systems/algorithms/
protocols that operate at the Edge not only apply 
to other goods, but their advances will provide a 
step-change to the security/reliability of IoT and 
Cyber-Physical Systems generally.

Tate;
Ordnance Survey;
Constantine Ltd;
Momart Ltd;
Arm Holdings

Ongoing

Table 2 cont. A selection of completed PETRAS projects in cybersecurity in the Supply Chain 
and Control Systems sector



Glossary

AI (Artificial Intelligence) is “the theory and development of computer systems able to perform 
tasks normally requiring human intelligence, such as visual perception, speech recognition, 
decision-making, and translation between languages” [65]

A Managed Service Provider (MSP) “delivers services, such as network, application, infra-
structure and security, via ongoing and regular support and active administration on customers’ 
premises, in their MSP’s data centre (hosting), or in a third-party data centre” [66]
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