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COVID-19: The Internet of Things and Cybersecurity

The COVID-19 pandemic has inspired a range of
Internet of Things (loT) innovations to help stop the
spread of the virus. This is the sixteenth edition of
COVID-19: IoT and Cybersecurity.

Past editions are found on the PETRAS website.

On 20 July 2020, the NHS COVID-19 App became
‘part of the Department of Health and Social Care’s
NHS Test and Trace Programme’."

The independent Ethics Advisory Board (EAB)?,
created in mid-May to provide timely advice,
guidance and recommendations on ethical issues
during the development of the NHSX contact tracing
app has been disbanded. The webpage?® and most
documentation and advice stemming from the board
has been deleted. Privacy experts have stated that
‘removing accountability would be a disappointing
step to take’, and caution that the move could
undermine public trust.* The Department of Health
has indicated that the ethical and policy framework
of the coronavirus app is now part of the Test and
Trace Programme.®

The decentralised approach to digital contact
tracing is better at preserving privacy than a
centralised approach, however how well the app
works is not easily monitored.

The Corona-Warn-App in Germany has been
installed by 16 million people (out of a country of
83 million people). Apparently 500 app uses have
tested positive for COVID-19 and were given the
opportunity to use the app to warn others. The
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decentralised approach to the app design however,
means that the app’s developers cannot say if
people then used the app to warn their contacts.

In order to do this, the developers need access to
the log history, which in a decentralised approach,
is encrypted and stored on user devices. The
SwissCovid app has faced the same limitations on
efficacy statistics, ‘we don’t know - and have no way
of finding out - the number of people warned by the
app or any false positives/false negatives’.®

The PETRAS National Centre of Excellence for loT Systems Cybersecurity ensures that technological advances in the Internet of Things (loT)

are developed and applied in consumer and business contexts, safely and securely.
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A comment on the reporting on the efficacy of
decentralised app, points to the observation that
the true test of whether the app works is by the
number of people notified who test positive (and
then isolate), and that the log history could be later
obtained from the tested individual.”

Contact tracing app ‘working in Ireland’

The team behind the Irish contact tracing app,
Covid Tracker, do not share this concern. While

it is unknown how they intend to collect efficacy
statistics, users of the app are asked to agree to
the collection of ‘anonymous metrics’ about the
‘effectiveness of contact-tracing processes’.? No
other country is able to supply data showing how
many people have received alerts telling them they
may have been in touch with an infected person.
In the two weeks that Ireland’s Covid Tracker app
has been running, 91 users have received a ‘close
contact exposure alert’.®

Northern Ireland’s app, StopCOVID NI, will also be
able to collect some data on how it is performing.
Importantly, the two apps will work across the
border, and is ‘expected to be compatible with the
app being developed by the NHS for use in Great
Britain’."®

The Northern Ireland app could launch as soon

as 29 July and will be the first of the UK to have a
contact tracing app. The solution will have cost less
than £1m to build and operate."

The decentralised apps around Europe are
generally privacy preserving, however the
intrusive level of data collected by Google Play
Services is a concern

An analysis on the data that is sent by the backend

of different contact tracing apps around Europe
gives insight on user privacy. The researchers

find that ‘the health authority client apps are
generally well behaved from a privacy point of
view, although the privacy of the Irish, Polish,
Danish and Latvian apps could be improved’.
However, they are concerned by the type and
frequency of data that are transmitted by just
enabling Google Play Services, and is unavoidable
for Android users. The researchers state that ‘this
level of intrusiveness seems incompatible with a
recommendation for population-wide usage’ and
their key recommendation is that ‘extending public
governance to the full contact tracing ecosystem,
not just of the health authority client app
component, therefore seems to be urgently needed
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if public confidence is to be maintained’."?

The French government has received a formal
notice from their data watchdog to fix breaches
of the GDPR and the DPA

The French data watchdog CNIL has made public

a formal notice to the French government after

it found breaches of the GDPR and the Data
Protection Act in the first version of the app. A
second version of the app was released to fix some
of these problems, however the initial version is still
available. CNIL calls for the government to bring the
app into conformity within one month and to make
users of the app aware of the need to update the
app to increase privacy of their data.

Finland on target to deploy a decentralised
contact tracing app

The Finnish Institute for Health and Welfare has
announced the development of a decentralised
contact tracing app, with a target deployment date
of 31 August. The developers of the app state that
they will ‘draw on international experiences as far
as they can’ and that ‘any ready-made codes and
standards suitable for our interfaces will be utilised
where possible.’™

A new app is launched to support study into
wearables and detecting COVID-19

King’'s College London researchers have launched
a mobile app for scientists to investigate the use of
wearable devices and smartphones for detection
of COVID-19."™ The app is called Mass Science
and is available on Android'® or iOS'. The app will
allow COVID-Collab research study'® participants
to ‘connect wearables, such as Fitbit devices,

and share data including heart rate, activity and
sleep. Participants can also use the app to provide
information on geographic location, mood, and
mental health in addition to COVID-19 symptoms
and a diagnosis if they have tested positive for the
disease’."® The data will help researchers better
understand how COVID-19 spreads and how the
pandemic is affecting people’s mental and physical
health with the aim of developing a ‘digital test for
early warning signs of coronavirus’.?° Anyone can
participate in the study; while Fitbit owners are
especially encouraged to take part.

PETRAS is funded by the UKRI via the Security of Digital Technologies at the Periphery (SDTaP) programme.
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Updates on how the Internet of Things are being
used to support responding, recovering, and
rebuilding during COVID-19

Touchless technology

There is an_increased demand for ‘air button’
technologies which allow users to operate devices
without the need to physically touch them, thereby
reducing the risk of spreading bacteria or viruses
on surfaces.?' Jaguar Land Rover have newly
announced the trial of a contactless movement-
tracking system for this exact purpose. The
carmaker has named it ‘Predictive touch’ and is
being developed with the University of Cambridge.
The technology uses artificial intelligence to
determine what the user intends to select on the
screen early in the task using a combination of
vision-based and radio frequency-based sensors.?

Another similar concept called ‘mid-air haptics’ is
also finding more demand amidst the pandemic.
This involves ‘using ultrasound radiation to mimic
a sense of touch’.22 The touchless technology

is being deployed at cinemas in the US as they
begin to reopen, as a way to limit the spread of
germs while providing a safe way to interact with
screens.?* This technology may also be developed
for fast-food restaurant kiosks, elevator buttons,
ATMs and map kiosks.?

Machine Learning and Al to understand critical care

Pre-COVID, a team from Imperial College London
developed an algorithm, the Al Clinician, to suggest
treatment for sepsis. As reports show sepsis is

a major part of severe cases of COVID-19, the
team are using tools in machine learning and Al

to map the COVID-19 pandemic to ‘understand

the longitudinal critical care disease trajectory in
infected ventilated patients in order to provide
clinicians with prediction models of survival,
deterioration, and intervention success’.?

Contactless contact tracing

QR codes are becoming more popular than ever
during the pandemic, as a way for businesses

to interact with customers on their own phones.
They are being used for contactless ordering in
pubs and restaurants, where the QR code can be
printed or carved into surfaces, then scanned with
a smartphone to show a menu. The codes are
also being used by companies such as Starbucks
and Pret a Manger to record user data for contact
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tracing.?’

However, using QR codes is not without risk.
Cybersecurity experts warn that security flaws
could pose a danger to the user.? It is possible
to trick users via phishing attacks by putting up
fake QR codes, and QR codes themselves can
be manipulated to change encoded information,
potentially producing attacks on backend
software.?®

Other digital solutions to retaining customer

details for contact tracing include ‘vein scanning
technology’ where users can register their contact
details to their ‘unigue vein map’ through an app
called FinGo. The customer can also use the
system to start a tab to pay for food and drink,
minimising interaction with staff. The company also
plans to add a function allowing confirmation of a
person’s COVID-19 health status.®® The technology
is being trialed in Manchester.?’

Remote cleaning

In May Heathrow Airport began trialling thermal
imaging temperature checks which ‘continues to
perform well in a live operational environment.

The airport has since also installed disinfection
robots that use ultraviolet (UV-C) light to kill viruses
overnight.3?

Researchers from the University of Essex have
partnered with facilities management company
Cloudfm to develop an loT based system to
minimise human involvement in the cleaning
process. The plan is to deliver automated
disinfection systems for personal protective
equipment (PPE), testing and monitoring
equipment, ventilators and beds in a hospital
setting.®
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